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Abstract

This paper presents work undertaken to integrate the fu-
ture UK national Shibboleth infrastructure with the UK’s
National Grid Service (NGS). Our work, ShibGrid, pro-
vides both transparent authentication for portal based Grid
access and a credential transformation service for users
of other Grid access methods. The ShibGrid support for
portal-based transparent Grid authentication is provided as
a set of standards-based drop-in modules which can be used
with any project portal as well as the NGS project in which
they are initially deployed. The ShibGrid architecture re-
quires no changes to the UK national Shibboleth authen-
tication infrastructure or the NGS security infrastructure
and provides access for users both with and without UK
e-Science certificates.

In addition to presenting both the architecture of Shib-
Grid and its implementation, we additionally place the
ShibGrid project within the context of other efforts to in-
tegrate Shibboleth with Grids.

1 Introduction

Since 1996 the Athens Access Management System [16]
has provided a highly-successful national Single Sign-On
(SSO) service to UK academic users for web-based ser-
vices. Building on this, the Joint Information System Com-
mittee (JISC) has recently settled on Shibboleth [18] as the
next generation authentication method for accessing web-
based resources [12]. Following on from this decision
JISC has been actively involved in funding gateways be-

tween Shibboleth and other authorisation services, includ-
ing Athens. Within this there has been a drive for Grid re-
sources, especially the National Grid Service (NGS) (which
is partly funded by JISC), to also be able to inter-operate
with Shibboleth. ShibGrid, and its ’sister’ project SHE-
BANGS [19], are consequently investigating possible meth-
ods for Shibboleth and Grid integration.

In this paper we describe the motivation (Section 1), ar-
chitecture (Section 3), security considerations (Section 4)
and implementation (Section 5) of the ShibGrid system for
providing a gateway for users with Shibboleth credentials to
access Grid resources. The ShibGrid project is also placed
in the context of other similar SSO integration projects in
Section 2.

1.1 Use Cases

ShibGrid supports two classes of users; users with an
X.509 certificate [8] from a traditional Certificate Authority
(CA) who wish to use the Shibboleth framework to protect
their proxy certificates [21] without the need to repeatedly
enter pass-phrases; and users who do not possess any pre-
existing Grid credentials (or choose not to use any) and who
wish to access Grid resources.

In both cases ShibGrid supports access to Grid resources
through portals (with Shibboleth also automating authenti-
cation to the portal) and through more traditional command-
line tools.

ShibGrid also presents a solution to one of the main is-
sues of SSO systems; how to dependably link users’ identity
in two different security domains (Shibboleth/SAML and
Grid Security Infrastructure/X.509) where there is no algo-



rithmic mapping or database linking them.

The Shibboleth framework is an implementation of the
browser profiles from the OASIS SAML vl.1 specifica-
tion [15], which provides a SSO service and (possibly
pseudonymous) attribute exchange from the user’s home
site to the site he is accessing. Therefore Shibboleth sep-
arates user authentication, which is performed by the user’s
home site, and authorisation, which is performed by the site
to be accessed, based on attributes that have been passed
to it. An instance of the Shibboleth framework is called a
Federation, within which all sites are mutually-trusting.

1.2 Key Requirements

The ShibGrid project seeks to provide a service to users;
facilitates access to Grid services provided by the NGS'!
and the UK e-Science Certificate Authority (CA)?; and will
use the Shibboleth federation provided by JISC and the UK
higher-education institutes. These bodies all put significant
requirements upon the ShibGrid project. The key require-
ments are listed here.

e User Requirements:

Where possible certificate-less access should be
used; many users do not want ever to handle cer-
tificates.

— Where users do have certificates these should be
used as transparently as possible.

— Access to the Grid should be simple and intuitive;
users are not interested in middleware or authen-
tication infrastructures.

— Users still want to use their application-specific
portals; any portal changes should be trivial to
apply regardless of the portal.

e NGS/CA:

— Authentication to the NGS must still be ac-
complished through the use of X.509 certifi-
cates and proxies. This authentication infrastruc-
ture is known as the Grid Security Infrastructure
(GSI) [27].

— The private keys corresponding to UK e-Science
certificates cannot be stored in any way which
means that others can obtain them (even admin-
istrators).

Yhttp:/fwww.ngs.ac.uk
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o JISC/Higher-education institutes

— JISC is encouraging UK universities and other re-
search institutions to take part in a national aca-
demic Shibboleth infrastructure. ShibGrid must
fit into this infrastructure, therefore ShibGrid
should not require changes to Identity Providers
(IdPs) or the Shibboleth protocol.

2 Related Projects

The first project to make a significant connection be-
tween Grid software and Shibboleth was GridShib, which
uses Shibboleth to provide attribute-based authorisation in
the context of the Globus toolkit [26]. The use cases of this
work envisage users, identified using X.509 identity certifi-
cates, offering a brokering service to enable those identities
to form the basis of queries against attribute authorities—
run either by the user’s home campus, a particular Grid
project, or a combination of the two. GridShib suggests
both a pull mode (in which the use of Shibboleth could be
entirely hidden from the user) and a push mode (in which
the user first contacts a Shibboleth service to obtain at-
tributes, before contacting the grid service), but only the
pull mode is currently supported.

More recent work [3] incorporates MyProxy [4] using
means similar to our own. Another extension incorporates
PERMIS [9], allowing a richer, role-based access regime to
be implemented.

Our ‘sister’ project is SHEBANGS [19]. This project
has similar goals to our own—access to the UK National
Grid Service via its portal—using similar components. That
project has adopted a proxied ‘push’ model, wherein users
first contact a credential translation service, which, after
Shibboleth-based authentication and attribute retrieval, gen-
erates a credential stored in a MyProxy server. Access to
that credential is then achieved by the user logging on to
the portal with details returned to them from the credential
translation service. Our projects are evolving together, and
will share and compare experiences as the projects mature.

Shibboleth also features in the architecture of the Aus-
tralian Meta Access Management Systems (MAMS) project
[23]. Here, Shibboleth is used both to authenticate the user,
via their institution’s IdP, and then to give access to multiple
repositories through a single federated interface. A range
of credential transformation and attribute management tools
help to enhance usability and interoperability.

A number of other projects are also working at the con-
junction of Grid and Shibboleth, including the Swiss na-
tional infrastructure SWITCHaai, Oxford University’s ESP-
GRID and the DyVOSE project at the UK’s National e-
Science Centre. These and others are summarised in an
informational document of the Global Grid Forum [25].



Other authentication frameworks have also been inte-
grated with the Grid Security Infrastructure. MyProxy
has been used as the basis for many of these projects and
many efforts are now part of the main MyProxy distribu-
tion. Authentication methods integrated with MyProxy in-
clude (ticket-based) Kerberos authentication via the use of
SASL (see [4, 11]), Pubcookie [14] and Pluggable Authen-
tication Modules (PAM). PAM support provides access to
all the local password-based authentication PAM modules
on the server running MyProxy and can be used to support
(password-based) Kerberos, LDAP and One Time Password
(OTP) [17] authentication. In addition work on Kerberos
CA:s for accessing websites [13] has been applied to gener-
ate short-term X.509 certificates for use with Grids. In the
main part these solutions only answer the issues of site SSO
not inter-site SSO.

The GAMA project [5] provides another method by
which the details of the Grid Security Infrastructure can be
hidden from the user. In this case initial authentication hap-
pens out-of-band, users request an account which creates a
hidden Grid credential for the user to use with a portal. The
advantage of a Shibboleth based infrastructure is primarily
that the users do not need to remember anymore passwords
to access the Grid, but also that they do not need to explicitly
request credential conversion. In addition the initial autho-
risation of users is performed by the user’s home institution
and not the project/Grid.

3 Architecture

The architecture of the ShibGrid project is based on the
generic SSO model presented in previous work [11]. This
system extends the SSO concept to the national scale using
Shibboleth as a national SSO infrastructure.

Figure 1 shows how the ShibGrid architecture would be
used with a portal. The steps in this figure are described
below. Steps 1-6 represent the standard scheme for Shib-
boleth authentication. This cannot be changed because the
system will eventually be a part of a national Shibboleth
infrastructure, a requirement from Section 1.2.

Steps 7-9 describe a procedure very similar to how Grid
portals would normally access a standard MyProxy server.
This similarity helps fulfil another requirement from Sec-
tion 1.2, to allow users to still use their current portals. The
ShibGrid login module should be trivial to use in place of
the normal MyProxy login module in use by pre-existing
Grid portals.

1. The user requests access to the portal, the Service
Provider (SP) in Shibboleth terminology, through
Shibboleth login. The user’s browser is redirected to
the Where Are You From? (WAYF) service.

2. The user chooses their home institution from the list
of the institutions in the federation, as returned by the
WAYTF service.

3. The user’s browser is re-directed to the authentica-
tion service (SSO service in Shibboleth terminology)
of their home institution’s IdP.

4. The user is authenticated by their home institution’s
IdP’s authentication service, through the site’s authen-
tication infrastructure (such as Kerberos, WebAuth,
One Time Password, etc.,).

5. The IdP redirects the user’s browser back to the portal.
A signed SAML authentication assertion is passed in
this redirect, containing a unique pseudonymous Id or
“handle” for the user and demonstrating that the user
has been authenticated as a member of that institution.

6. The portal calls out to the IdP’s Attribute Authority
(AA) for attributes about the user, using the handle.
This interaction takes place using a mutually authenti-
cated HTTPS connection so normally the attribute as-
sertion returned by the AA is not signed. In our case
we require that it is signed as we wish to pass it on.
This can be specified using a standard Shibboleth op-
tion. In addition, (6a) the attributes can be used by the
portal to make an access authorisation decision and/or
to gather user information.

7. The portal attempts to obtain a credential from the
ShibGrid MyProxy server. The standard Java Globus
CoG libraries [22] can be used, with the username
derived from the attributes and the entire signed at-
tribute assertions used as the password. The MyProxy
server then validates the attribute assertion by verify-
ing that it was generated for the server that is down-
loading the credentials and that it matches the supplied
username. If the portal is authorised and the user au-
thenticated and authorised, then the MyProxy server
returns either a proxy of the user’s real certificate (if
the user has already uploaded a proxy to the MyProxy
server; see Section 3.1) or a low-assurance certificate?
which is automatically generated by MyProxy’s built-
in CA. Where a certificate is generated, the Distin-
guished Name (DN) [8] used is based on the attribute
information in the attribute assertion (e.g. their name
and organisation).

8. The proxy certificate or low-assurance certificate is re-
turned. Optionally, other attributes can be added to this

3Low-assurance certificate: a certificate signed by a online CA that
generates certificate based on authentication by an electronic method, not
by presenting photographic id to a human representative of the CA. The
maximum lifetime of these certificates is one million seconds as opposed
to one year for traditional certificates.
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Figure 1. Using ShibGrid with a portal.

credential (through the use of certificate extensions).
For example Virtual Organisation (VO) attributes re-
trieved from a VOMS [2] server could be written into
the credential. These extensions can be used by gate-
keepers to restrict access to resources.

9. The user can use the portal to access the NGS or other
Grids with the returned credential. Alternatively, an-
other website could pass the credential to the user to
allow him to use traditional Grid access methods.

3.1 Uploading Credentials to the ShibGrid
MyProxy Server

At an early stage of the project it was decided that if users
have their own certificates and wish to use them, then there
should be a robust way of linking their two identities (Shib-
boleth identity and X.509 certificate DN) together. Many
systems using MyProxy servers allow users to upload prox-
ies to the MyProxy server with no authentication (standard
MyProxy has no support for authentication in addition to
certificate-based authentication on upload) under any user-
name, even when the download authorisation is using Ker-
beros or another link into their site authentication system.
This requires users to upload their credentials under the cor-
rect username. This would not work in a Shibboleth envi-
ronment as users will probably not know the username that
ShibGrid uses for them to access the ShibGrid MyProxy as
it must be unique across many organisations and so will not
be their site user id (perhaps not even related to it). Given
this consideration and the possibility of users maliciously
uploading credentials to other people’s accounts, we de-
cided that the ShibGrid MyProxy server should also require
Shibboleth authorisation to upload certificates.

Upload authorisation is complicated by the fact that
Shibboleth credentials are obtained at websites, while cer-
tificate private keys should always remain on the user’s ma-
chine. Figure 2 shows the architecture we have developed;
as before, the initial steps are standard for Shibboleth.

1. User accesses the ShibGrid MyProxy upload page (SP)
and the user’s browser is redirected to the WAYF. This
request contains the user’s certificate DN.

2. The user chooses their home institution from those re-
turned by the WAYF service.

3. The user’s browser is re-directed to the correct IdP.

4. The user is authenticated by the authentication service
of the IdP.

5. The IdP redirects the user’s browser back to the Shib-
Grid MyProxy upload page. The signed SAML au-
thentication assertions are passed in this redirect.

6. The ShibGrid MyProxy upload page calls out to the
IdP’s Attribute Authority for attributes about the user.

7. The username is extracted from the relevant attribute of
the attribute assertion. The attribute assertion is placed
within a signed delegation, with the user’s DN speci-
fied as the delegate.

8. Using the ShibGrid MyProxy upload applet the user
unlocks their certificate and uploads a proxy certifi-
cate to the ShibGrid MyProxy server using the user-
name and password returned in Step 7. It is envisioned
that users will be able to read their certificate either
from their browser, or from two .pem files or from one



ShibGrid MyProxy

upload page
MyProxy
+CA ﬁ
< A delegate extract
WAYF @ username
8 O
/A
Client
(applet)
IdP

Figure 2. Uploading a proxy certificate to the MyProxy server in ShibGrid.

PKCS12 file. This tool also allows users to destroy
their proxy on the ShibGrid MyProxy server.

4 Security Consideration

When the portal accesses the ShibGrid MyProxy server
there are four operations which must take place before the
MyProxy server will release a proxy or low-assurance cer-
tificate: user authentication, IdP authentication, portal au-
thentication and portal authorisation. We do not assume
that the portal is trusted by the MyProxy server as we fore-
see that the portal part of this work will be deployed into
external project portals, not just portals that we manage.

User authentication is primarily performed by the IdPs
and, within the Shibboleth federation, the portal and
MyProxy server trusts the IdPs to authenticate users and
make valid attribute assertions about them. In addition the
MyProxy needs proof that the IdP has actually authenti-
cated the user and made the attribute assertions that have
been passed to the MyProxy server. This authentication (of
the IdP) is primarily achieved through the requirement of
signed attribute assertion.

The standard MyProxy server ensures authentication of
the portal by requiring the use of GSI-authenticated con-
nections in all communications. It provides authorisation of
the portal through the use of server-scope and proxy-scope
white-list schemes for proxy and low-assurance certificate
download authorisation.

The ShibGrid MyProxy server also requires one more
form of authorisation for portals: that the portal is men-
tioned as an audience for the attribute assertion. This autho-
risation reduces the exposure to badly configured download
authorisation white-lists and the possibility of rogue portals
stealing attribute assertions. This extra authorisation also
has the explicit requirement that only servers in the Shib-
boleth federation can download proxies or low-assurance
certificates.

A similar set of conditions are applied to the uploading
of a proxy. In this case it is the user who contacts the Shib-
Grid MyProxy server, although a web server still needs to
be present to act as the SP in the Shibboleth protocol. For
the user to be authorised to use the resultant attribute asser-
tion the web server then delegates its authorisation (to use
the attribute assertion) to the user, by specifying the user’s
certificate’s DN as the delegate.

The operations which therefore have to take place be-
fore proxy upload is allowed are: direct user authentication
to the MyProxy server using the GSI-authenticated connec-
tion against their real certificate’s DN; authorisation of the
user in the MyProxy server’s upload white-list; authentica-
tion of the user’s Shibboleth identity with the IdP; and the
authentication of the IdP (though the signed assertion) and
the web server obtaining the Shibboleth attribute assertion
on behalf of the user (through the signed delegation).

With this authentication/authorisation framework we
seek to guarantee that a portal can obtain a proxy/low-



assurance certificate for a user if that user has been authenti-
cated via Shibboleth to the portal within the last hour, as this
is the lifetime of a Shibboleth attribute assertion. Note this
is an improvement over the solution chosen by most portals
in which users send their MyProxy pass-phrase to the por-
tal and thus effectively give it access to their proxy on the
MyProxy server until they next change the pass-phrase they
use to protect proxies on the MyProxy server (which could
be an extended period of time). In ShibGrid, or with normal
portals, we can never mitigate against a portal using a user’s
certificate maliciously once the user has been authenticated.

For secrecy, all communication within the ShibGrid
framework, especially those transmitting credentials (Shib-
boleth and X.509), takes place over HTTPS unless specified
otherwise in the Shibboleth protocol.

S Implementation Details

While the ShibGrid project aimed to reuse existing com-
ponents, each of the components used required work to fully
integrate into ShibGrid as they were designed for Shibbo-
leth or the Grid Security Infrastructure, but not both. In
this section we describe how the various components were
changed to give one integrated infrastructure and the com-
ponents that had to be developed from scratch.

5.1 ShibGrid MyProxy Server

The vast majority of work involved changes to the
MyProxy server code. The security checks on Shibboleth
attribute assertions from Section 4 are all implemented in
the MyProxy server. The method used by ShibGrid for
Shibboleth authorisation to MyProxy, sending an encrypted
authentication token as the password and verifying this in
the password checking code, was inspired by the MyProxy
support for the Pubcookie [14] authentication framework.
In addition to the checks from Section 4, there are thorough
checks on the structure and validity of attribute assertions
and delegations.

Where the portal’s identity must be checked against an
attribute assertion’s audience, the MyProxy server searches
through the federation’s metadata for an SP entry with a
matching entityID. The expected DN of the portal is ex-
tracted from the key information stored for that entity and
this is compared against the DN of the certificate used to
either authenticate the GSI connection to MyProxy or sign
the attribute assertion delegation.

In all cases the username must match the at-
tribute in the attribute assertion which is defined to
map to the username (by default urn:mace:dir:attribute-
def:eduPersonPrincipalName). If no low-assurance certifi-
cate is being generated this is the only attribute required in
the attribute assertion.

If a low-assurance certificate needs to be generated then
a DN pattern must be specified in the configuration of the
MyProxy server and the attributes used to make up the DN
must be present in the attribute assertion. A number of
checks are made to ensure the correctness of the resulting
DN. The default DN scheme for ShibGrid is:

/C=UK/O=eScienceMyProxy
/OU=urn:mace:dir:attribute-def:o
/UID=urn:mace:dir:attribute-def:uid
/CN=urn:mace:dir:attribute-def: givenName
urn:mace:dir:attribute-def:sn

5.2 Portals

The initial implementation of a ShibGrid-enabled portal
is based on the NGS portal. There are two relevant modules:
the initial login module which is based on the Java Authenti-
cation and Authorisation Service (JAAS) standard [20] and
the proxy renewal module which is based upon the JSR
168 portlet specification [1]. As these two modules are
standards-based it is hoped that they should be able to be
deployed in other portals and portal frameworks with little
or no effort.

Another local Shibboleth integration project, the
Shibboleth-aware Portals and Information Environments
(SPIE) project, has developed a Shibboleth JAAS Mod-
ule [10] which can be used to authenticate users to a (non-
Grid) portal via Shibboleth. This is used to provide the
Shibboleth protocol support and passes to our modules the
signed attribute assertion and the individual attributes. The
standard Java Globus CoG libraries are then used to retrieve
the user’s Grid credential. The username is picked up from
the attributes and the entire signed attribute assertion is used
as the password.

5.3 ShibGrid Tools

To provide users with the ability to upload real certificate
proxies to the ShibGrid MyProxy server and to allow users
to download proxies/low-assurance certificates to their ma-
chines for non-portal Grid access, we have also developed
special upload and download tools. In both cases a Java
servlet and a Java applet work in tandem to provide the re-
quired functionality because obtaining Shibboleth creden-
tials requires a presence on a web server; and access to the
user’s certificate (for upload) or proxy storage location on
a local disk (for download) requires code running on the
user’s machine.

The upload tool works largely as described as in Sec-
tion 3.1, except that initially the user logs on (over HTTPS)

*http://spie.oucs.ox.ac.uk/



to the upload tool website and at this time Shibboleth au-
thentication takes place and the applet is downloaded (with
the user’s username as one of its arguments). Later when the
user has chosen and unlocked their certificate, so their DN
is known, the applet calls back to the servlet with this DN
(over HTTPS) and receives the delegated attribute asser-
tion. As both connections are to the same servlet and over
HTTPS, there is no need for the user to be re-authenticated
as Java picks up the relevant cookie and the shibd daemon
running on the web-server remembers the attribute asser-
tion. Using the returned delegated attribute assertion the ap-
plet uploads a proxy of the user’s certificate to the MyProxy
server via a GSI-authenticated (secure) connection.

The upload tools also allow proxies to be destroyed. In
this case the GSI-authenticated connection provides suffi-
cient authorisation to allow the proxy to be destroyed (after
checking that the DN of the proxy and the DN of the certifi-
cate used to authenticate the connection match). In this case
the tool does not call back to the servlet for a delegated at-
tribute assertion. This is why the username is passed when
the applet is downloaded.

The download tool works on a similar model. The user
must login using Shibboleth to access the page containing
the download applet. The applet has one option: the length
of the downloaded proxy and this value is passed back to
the servlet in a call-back, in the same style as for the upload
tool. The servlet then calls the MyProxy server (in the same
way as described for the portal) to obtain a proxy or low-
assurance certificate for the user. This is returned to the ap-
plet which saves it on the user’s machine. Once again, it is
important that all these interactions take place over HTTPS
to protect the certificates from being snooped.

6 Future Work

Within the ShibGrid project, our aim is to deploy a pro-
duction environment for Grid authentication via Shibboleth.
Therefore, much of the future work is concerned with the
evaluation, testing and hardening of our prototype followed
by deployment and on-going support of the final infrastruc-
ture.

Other further work will include support for new Shibbo-
leth/SAML developments; for instance, versions 2.0 and 2.1
of Shibboleth which are currently being developed. In addi-
tion, innovations on the horizon such as SAML/Shibboleth
Delegation [6, 24], the SAML Protocol Extension for Third-
Party Requests [7] and Shibboleth support for non-browser
profiles may be able to be employed to replace/supplement
parts of the ShibGrid framework with standards-based pro-
tocols.

7 Conclusion

This paper has presented our work undertaken to inte-
grate the future UK national Shibboleth infrastructure with
the Grid Security Infrastructure, for access to the NGS.
The ShibGrid architecture that has been presented provides
users access to Grid resources via their own project portal,
the NGS portal or standard command-line tools. ShibGrid
only requires users to provide authentication via Shibboleth
and allows users to easily use their real UK e-Science cer-
tificates if they have them. ShibGrid also does not require
any changes to the standard Shibboleth infrastructure or the
NGS security infrastructure. Therefore, ShibGrid fulfils all
the requirements from Section 1.2.
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