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The Trustcom project is developing a framework for trust, security and
contract management in dynamic virtual organizations (VO). The core
contribution of the Trustcom framework is its ability to define a contractual
agreement between VO members at a business level and have it specified,
monitored and updated at a technical, operational level within a service
oriented architecture. The main innovation in Trustcom is to apply recent
research results on policy based security and distributed computing
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management to bridge the gap between Service Level Agreements (SLA) and
managed Web Services.

1. INTRODUCTION

The TrustCoM project [http://www.eu-trustcom.com/] is developing a
framework for trust, security, and contract management, for secure, collaborative
business processing and resource sharing in dynamically-evolving Virtual
Organisations. The term “TrustCoM Framework” stands for the principles and
paradigms, the processes and functions, and the architecture and the technology that
underpin trustworthy, secure, and contract-driven operations of Virtual
Organisations.

The Trustcom Framework includes the following components:

o a set of semantically well-founded concepts and relationships for
describing and reasoning about trust and security in dynamic virtual
organisations. This forms the meta-model of the TrustCoM framework;

0 an abstract architecture reflecting these concepts, and providing a flexible
structure and organising principles for systems based on the framework;

o specifications extending existing or defining new interoperability standards
of services and protocols. (New interoperability standards will be defined
when existing approaches can not provide an extensible basis to support the
TrustCoM framework).

The TrustCOM framework is heavily based on the proposals of Dimitrakos
(2003) for a framework for trust within a service oriented architecture, where the
management of risk is the main basis for decisions.

The remainder of the paper describes the vision behind the framework, then
some of the key concepts, the architecture, a hint towards the specifications and
generic tools to implement it, and then an outline of the practical demonstration and
evaluation of the framework. Since the Trustcom project is only half way through its
three years at the time of writing, many issues have been identified but not yet
resolved, so the final conclusion outlines some future plans to address these
problems.

2.1 The TrustCOM Vision

The Trustcom vision is compatible with others in the world of service oriented
architectures, Web Services, the Grid, or the utility/appliance information world.
Within this general outlook, the Trustcom vision is distinguished by its focus on
trust, contract and security management.

Virtual organisations (VOs) are created when consortia of legal entities wish to
work together to produce a product, provide a service or tender for a contract, but do
not wish to either have one contracted party to which the others are subcontracted,
or to create a new legal entity which they jointly own. VOs can be created quickly,
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and undertake their role for a very brief period of time, or exist for the longer term.
VOs can be established by a general VO agreement (GVOA) which outlines the
legal framework for the co-operation, within which specific Service Level
Agreements (SLA) can be produced to detail each service provided by a legal entity
within the VO.

When a VO is formed its creator can define a model of the business it is
conducting, and the roles in the business process that need to be cooperatively
manned by the (potential) VO members. Therefore the VO must discover potential
members who can meet these role definitions, negotiate their agreement to the VO
agreement, and the individual role-related SLAs. Within Trustcom, it is assumed
that the descriptions of potential members, and the services to be provided are all
available as Web or Grid services, open to automated resource discovery,
negotiation and SLA agreement. All potential VO members will register the services
that they can offer in a registry, agreeing to the Trustcom acceptable use policy in
order to join an Enterprise Network (EN). The automated resource discovery
mechanism operates over the EN registry. Along with the functional definition of
the role to be fulfilled, and requirements on the quality of service, one of the factors
involved in the selection of VO members will be their previous reputations both to
undertake roles defined in the VO business process model, but also to operate under
VO agreements and SLASs, and even, their litigiousness.

Once the VO is operating, each participant must open up its internal ICT
infrastructure to the other VO members in as much as they require it to undertake
their roles in the VO. Consequently there are security issues for each VO member
concerning the authenticated identity of employees of their own and other VO
members, as well as authorisation issues of access to data and services throughout
each organisation. While a VO is operating, the set of Web or GRID services
brought together to achieve its business process model must be monitored and
managed to ensure that the cost, time, security and quality measures stated in each
SLA are being met, and when they are not, that appropriate actions are taken. The
VO software embodying the resolution of these issues must also resolve the standard
tradeoffs of distributed computing between orchestration and choreography as
methods of service composition. The VO software must conform to open standards
to permit the software interoperability required for disparate organisations
themselves to interoperate as required to bring about dynamic virtual organisations.

When a VO has completed its activity, it must then be terminated to minimise
future risks from liability and exposure to security breaches, and ensure the
appropriate accounting of expenditure and income and distribution of profit or loss
between the participating organisations.

This vision encompasses the business process model (BPM) of a VO, the roles
defined in it, the discovery of organisations to fulfil those roles on the basis of
published capability and reputation, the legal agreements between selected
organisations to fulfil their roles, the establishment of secure and reliable
composition of Web or GRID services to enact the business process models, the
monitoring and management of the performance of members, and the decomposition
of the VO resulting in minimal outstanding risks. The relation between the
executable BPM, SLA management and security concerns all result in policies
which must be deployed and monitored during performance to reduce risk within an
international legal framework. Therefore each of these components BPM, discovery
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and negotiation, reputation management, SLA management, security policies, legal
framework needs to be analysed, modelled and incorporated into a software system
to host dynamic virtual organisations where risks and the trust required to offset
them can be quantified and judged by business decision makers.

2. Conceptual Models supporting the Trustcom Framework

The Trustcom approach to managing VO is built around the identification of
risks to the VO, establishing agreements and SLA that limit those risks, and
monitoring the enactment of the VO with respect to policies derived from them. This
section outlines several difficult conceptual issues associated with the management
of VO within the TrustCOM framework. These are all active areas of research to
which no clear solution has yet been identified, but where progress is being made.

2.1 The Virtual Organisation Lifecycle

TrustCoM follows the life-cycle model developed in the VO roadmap project
(Camarinha-Matos and Afsarnabesh, 2003), including the phases of identification,
formation, operation/evolution and dissolution. The identification phase covers
setting up the VO; this includes selection of potential business partners by using
search engines or looking up registries. VO formation deals with partnership
formation, including the VO configuration by a VO Manager, who distributes
information such as policies, Service Level Agreements (SLAS), etc, and the binding
of the selected candidate partners into the actual VO. After the formation phase, the
VO can be considered to be ready to enter the operation phase where the identified
and properly configured VO members perform accordingly to their role.
Membership and structure of VOs may evolve over time in response to changes of
objectives or to adapt to new opportunities in the business environment. Finally, the
dissolution phase is initiated when the objectives of the VO has been fulfilled.
Trustcom has added a sub-phase to this last to account for final Termination of the
VO in which final liabilities are terminated.

There is also another stage added prior to the VO identification, in which the
Enterprise network is established. This provides the set of candidate members for
any VO.

EN Creation and VO ldentification

The enterprise network creation involves establishing the Trustcom EN
Infrstructure and allowing organisation to register their interest in potential VVO.

The identification phase includes defining a Collaborative Business Process
Model, where the VO business objective, the business process to achieve this, and
the roles required for each service organization are defined, as well as trust, security
and contract management (TSC) properties associated to the roles and their
interaction. The roles and their TSC properties are used as the base for discovering
potential business partners from the EN members who are both capable of fulfilling
the required roles and of fulfilling the TSC requirements of the VO by using search
engines and/or looking up registries.

VO Formation

During the formation phase the selected set of Members needs to be limited to
those who will actually fulfil the roles in the VO, and configured so that they can
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perform according to their anticipated role in the VO.TSC properties are refined into
policies. An important document generated in this phase is the General VO
Agreement (GVOA) which record the VO policies as well as the Service Level
Agreement (SLA) associated to the services provided by a partners. SLA will be
negotiated with each VO member for each service provided.

VO Operation

This phase can be considered as the main life-cycle phase of a VO. During this
phase the identified partners contribute to the actual execution of the VO tasks by
executing pre-defined business processes. Important features in this phase are the
monitoring of the performance of the VO as well as the enforcement of policies.

VO Evolution

VO Evolution is part of the VO Operation phase. When a VO member fails
completely or behaves inappropriately, the VO manager may need to dynamically
replace such partner. This evolution may involve discovering new business partners,
re-negotiating terms and providing configuration information, as done in the
identification and formation phases. One of the main problems involved with
evolution consists in re-configuring the existing VO structure so as to seamlessly
integrate a new partner, possibly even unnoticed by other participants.

VO Dissolution and Termination

The dissolution phase is carried when the objectives of the VO has been fulfilled.
During dissolution, the VO structure is dissolved and final operations are performed
to annul all contractual binding of the partners. From a trust and security
perspective, this involves resolving federations, revoking security credentials,
invalidating VO context information, and updating reputation of all participants.

The final termination of the VO may take place many years after the dissolution
since some liabilities may persist after the VO has dissolved. Therefore records must
be maintained of the VO membership, in case such liabilities need to be resolved.

2.2 Trust

Trust is a difficult context to be precise about, and a difficult one to generate
within a VO environment. Trust is clearly important for co-operative relationships,
but there are alternative views as to whether it operates at the intentional, personal,
social or moral levels of social and economic systems. The English word trust is
heavily overloaded with usages, most of which are synonyms to confidence. Such
synonyms do not express the unique concept that is itself trust. The computing
community has used the term in the last few years in a specialised way to describe
security issues concerning identity, and authority certification. Again this is a
specialised usage. Within social science, trust has been researched for many years in
the context of both personal relationships and economic theory. Trust plays a role in
social exchange where it decreases the need for regulation and institutions, and
reduces the cost of both transactions within relationships, and the frequency of
monitoring the state of a relationship in order to maintain it. Such a role would be
beneficial within VO management, but it is important to note that the adoption of
trust substitutes such as contracts, procedures for monitoring conformance to them,
and security mechanisms all reduce the rate of development of trust within
relationships.
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TrustCOM has adopted the view that trust is a psychological state, comprising
the intention to accept vulnerability (often inherent in VO), and based upon positive
expectations of the intentions or behaviour of another. Trust exists when one party to
a relationship believes the other party has an incentive to act in the interests of the
first party, or to give weight to his or her interests when making choices. This is
sometimes called the encapsulated interest model of trust relations (Hardin, 2002b),
where the importance of interest in maintaining the relationship into the future is the
primary foundation of the trustworthiness of each party in the relationship. A trust
relation emerges out of mutual interdependence and the knowledge developed over
time of reciprocal trustworthiness. From this view of trust, it is argued that distrust
can lead to the development of institutions which limit exploitation and protect those
without established reputations or trust relationships (Cook, Hardin and Levi, 2005).
That is, interpersonal trust is not as imperative in corporate business relationships as
has been previously argued in the social science literature.

The TrustCOM project is still analysing the complex balance between trust and
trust substitutes within VO as experience with them grows. Both reduce risks to the
VO. We need considerably more data on the details of the interaction of
relationships and trust substitutes in virtual organisations before anybody can be
confident in the long term consequences of any actions. For example, when short
lived VO are formed of individuals, rather than organisations, the VO provides the
only social relationships supporting the VO business. As the size of the enterprises
in the VO increase through SME to large organisations the relationships between
individuals within each partner organisation become more important than personal
relationships across VO partners. TrustCOM is considering VO consisting of
partners of the SME and larger class where inter-partner relationships are less
critical on this scale.

To summarise, the project’s findings indicate the following features of trust are
important in an organisational context:

o0 Trust is earned not commanded; it is therefore established or destroyed in
time and through human interaction.

o Trust is always set within a social context.
0 Trust must be genuine — it is not possible to fake trust.

o Trust cannot be equated with legal obligation embodied in contracts,
although legal obligations are clearly part of the social context of
commercial trust.

Dimensions of trustworthy behaviour that a VO should try to embed include the
following:

Behavioural consistency
Behavioural integrity

Sharing and delegation of control
Communication

Demonstration of concern.

These general principles can be applied to many both general and detailed design
decisions in the TrustCOM architecture and tools. The explicit statement of
reputations, business process models, contracts, SLA’s and other details of the
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business process should all act to support mutual knowledge between contracting
parties and hence act as institutions to provide a basis for trust.

One consequence of this view of trust as a goal based concept is that it can be
used to resolve issues of policy conflict resolution where goal based conflict
resolution is one option, contrasted with utility based resolution. It should also be
noted that this analysis considers trust across the VO itself, rather than detailed
issues of user interface design to promote trust between individual users. This topic
is an active area of research outside the project (e.g. Riegelsberger, Sasse and
McCarthy, 2005) whose results will be incorporated into detailed user interface
design choices.

2.3 Collaborative Business Process Model

The collaborative Business Process Model (BPM) defines the business objective
and the process to achieve it. Since the model applies across multiple organisations
it is an extension of existing BPM technologies. It defines each service and the role
of an organisation that would provide that service. The role definitions can then be
used as input into the discovery service to identify possible VO members.

2.4 Reputation Management

Trust Risk

influences influences

impact on impact on

Reputation Experience Decision Interaction Participant
requires 0.* 2.*

leads to
Recommendation

Evaluation MonitoredResult Trustor Trustee

<>

|
|

|
TrustValue TrustMetric
characterized by givenin

Recommender

Figure 1 — Conceptual Model for Reputation Management.

Members in the VO will need to carry out reputation management, e.g.
qualifying their trust relationships with other entities in the VO. This information
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can be used to learn more about the behaviours of the entities in the VO and to make
trust decisions about existing and new entities in the VO.

Figure 1 shows the core conceptual model of reputation management. In this
view, whenever a step in the BPM is completed, the resulting achievements are
recorded for each role that an agent has fulfilled in terms of SLA conditions — that
is, was the work done on time, to budget and to quality. This data provides a basis
for judging whether an organization has been capable of fulfilling a role in the past.
The judgment then required is whether past performance is an indicator of future
performance. As many financial services advertisements are legally obliged to state
— this is not always the case. Consequently, different models are available to relate
past performance in one role to future performance in that, or other related roles —
consistency and generalization being the crucial concepts. The reputation
management systems supports alternative algorithms that can be selected to make
decisions on the stored data.

A further problem being pursued is the management of the reputation of
reputation management services themselves — is it inevitable that such services
become conservative in their judgements in order to maintain their own reputations,
at the cost of innovation?
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Figure 2 — Static Model of the General VO Agreement.

2.5 Service Discovery and VO partner business negotiation

UDDI provides a very simple registry for Web Services that can be searched by
their functional properties. One much vaunted approach to enrich such discovery has
been through Semantic Web descriptions of the qualities of the services using OWL-
S or WSMO as the basis for description. Although these leave room for quality of
service descriptions, neither address the range of descriptions that Trustcom would
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require to address competence, reputation, cost and other negotiable SLA measures
to describe and select the best organisation to fulfil a role in a VO. Consequently,
Trustcom is extending the UDDI registry description to include these aspects
independently of the Semantic Web approach in the expectation that the two
approaches will later merge once the conceptual issues are resolved.

The algorithms for service discovery are also unclear — since different strategies
for forming a VO can be chosen to manage different risks. For example, the risk that
the termination of one organisation may have too large an impact on the VO would
result in limiting the number of roles that any single organisation could play;
alternatively, the risk that an organisation could hold the VO to ransom for its role
may require a partner selection strategy that the skills to support each role should be
provided by at least two organisations. Given these alternative strategies, the same
approach is taken as with reputation management, that alternative strategies for
negotiating partner selection can be implemented within a generic engine.

2.6 The General VO Agreement

The general VO agreement is signed by all VO members when the VO is
created. The agreement is created from template section based on Weitzenboeck
(2001) structured as shown in figure 2.

The VO agreement includes the legal aspects of the VO relationship which are
introduced to account for legally identifiable risks, so Trustcom includes the
development of a legal risk analysis tool to provide an accessible mechanism to
choose the appropriate clauses. Constraint clauses are described in both natural
language and a machine readable XML format so that they can be loaded into the
Trustcom tools as policies.
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Party 8. Obligation ServiceDescription
ohligee _
1.*T
| State I | Transition I
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| Effect I | Condition I Event
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0.1 1.%
2 | PerformanceEvent I | ExternalEvent I
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Figure 3 — Static Model of a Service Level Agreement.
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2.7 VO Service Level Agreements

For each service in the VO, an SLA is required to define the performance
indicators of the service. Like the GVOA, the structure of the SLA is represented in
XML combining text and machine readable policies that can be loaded into tools.
Figure 3 presents a static model of an SLA.

3. The Trustcom Architecture

The Trustcom Framework is implemented within a general service oriented
architecture supporting Web and Grid Services. The layered structure of the main
components on top of this Web Services (WS) foundation is shown in Figure 4. The
main block of components between WS Foundation and Federation are the generic
Trustcom components for managing Web Services. On top of this are the two final
layers which are specific to VO management and the specific application domain of
a particular VO. The VO management layer has much in common with the main
control loop of the application, cycling through the VO lifecycle. Figure 5 shows
how the VO management component sits in the midst of the interactions of the
major components.

Application Domain Specific Services

VO Management Processes / Services

Federation

Business Processing Location, Publication, Discovery

SLA services J Trust & Security services

Commeon Policy Format
Policy Deployment

Policy
Enforcement

Manageability (Monitoring, Notification etc.)

WS Foundation

Figure 4 — The major components of the Trustcom architecture.
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4. Generic Methods and Tools: Specifications and Profiles

The Trustcom architecture is implemented as software tools built upon the
proposed raft of Web Services specifications. The project had the option of
developing as much or as little of the Web Services management infrastructure as it
could. The advantages of developing as much as possible is that it gives the project
control over the specifications, design and implementation, as well as avoiding
patent and license issues. The advantage of using third party code is that the project
can start at a higher layer in the architecture earlier, that the maintenance problems
for the code will be addressed outside the project, and that the project will build on a
transparent, generic, commaodity foundation which should encourage adoption of the
approach and access to the entry level Enterprise Network with minimal investment
to require a return. The project choose the second option, rating the importance of
adoption issues highest, with the consequence that the advantages of the first option
have not been included — other research projects favour the first option in order to
make controlled progress as soon as possible, delaying considerations of adoption
until later.

SLA Management
- QoS informatior
provide SLA - monitors service’ performance
templates - notifies violations

- maintains a ,performance log*
- negotiates SLA terms

Infrastructure support
- enables i
- supporis discovery

- maintains instances & resp. info.

- triggers instantiation

- keeps a log of important messages

provide QoS status|

provide SLA terms

Trust & Security
- issues & validates security tokens
- authenticates message senders
i T&S terms
- provides reputation information

Policy Services

- ,authorises” access to service
- enacts policies (ECA rules)

- triggers adaptation actions

- manages policies

riggers lifecycle

VO
phases - triggers lifecycle phases

- manages roles in the VO
- specifies context informatior
- defines choregraphies

enforces poli

Provide views

BP Management
- provides collaboration definitions
- derives process views for roles
- controls individual BP engines
- leverages invocations

Figure 5 — The interactions of the major architecture components.

Since the project is building on a raft of WS* specifications it is dependent on
the agreed interfaces and their implementations. Considerable effort has gone into
determining which of the proposed specifications are appropriate for implementing
Trustcom, which ones are compatible, and which available from whom when. From
this activity the project has determined which specifications it will build on, and has
undertaken the development of generic software tools that can be used to support
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many VO applications. The tool specifications and implementation will be made
available from the Trustcom project web site.

The project will also be publishing profiles for the major functions in the
architecture, showing how the WS* specifications can be used together to undertake
those functions. This will act as input into the standards interoperability process.

5. Demonstrating and Evaluating the Trustcom Framework

Two scenarios from the many considered by Trustcom are being used as
concrete demonstrations of the Trustcom Framework, and the application of the
generic tools. These arise from different and complimentary requirements which
provide a broad basis for evaluating the Trustcom framework and tools. One is in
the area of distributed aerospace engineering, while the other is in the area of an e-
learning application provided by a distributed service provider.

5.1 Distributed aerospace engineering application

The aerospace industry has a history of collaborative projects usually managed
through sub-contract relations from a large coordinator company. However,
products are becoming increasingly more difficult to produce and support due to
their complexity. Consequently joint ventures are an increasingly adopted approach
to reducing risk and allowing companies to concentrate on their core competencies.
In order to maximize the benefits of the flexibility available in VO’s these
relationships are become more transitory in order to respond to the rapidly changing
market needs, resulting in a greater emphasis on the integration role. Issues that arise
include: controlled sharing of resources, co-ordination of processes, controlled
visibility of processes, interdependency of processes, sharing of decisions, sharing
of responsibilities and liabilities, and the use of agreements in order to limit those
liabilities.

5.2 An e-learning marketplace application

Existing telecom service providers believe that they can provide added value
services to companies by providing a forum for them to form VO to undertake large
contracts through automating the product value chain. This is a new business
opportunity for the service provider which automates and globalizes relationship
building. As we move more into a knowledge economy the class of business to be
supported includes more purely knowledge based businesses such as e-learning. In
this scenario, a marketplace is provided for e-learning courseware and materials
developers to join together to provide courses to meet the needs of individuals and
organizations who can analyse their existing skills, and compare them with the skills
required for potential business opportunities, identifying the gap to be filled through
the e-learning activity.

The contrast between the existing and new relationship management, the long
and short term duration of the enterprise, the size of the member organizations etc..
between these two applications should allow them to provide a broad range of test
problems to evaluate the technology, business models, contract construction and
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enforcement aspects of the Trustcom Framework. Both applications are currently
under development and results are not expected for several months.

5. Conclusion and Future Work

The Trustcom project is half way through its three year duration, in which time it
has specified the concepts that it is addressing, the architecture to implement it, the
components of that architecture and applications to

The project is currently developing the software for the generic tools and
applications, which can then be evaluated to feed back into the framework design
and presentation. In parallel conceptual work is still going on to address those
research issues, business models, and legal issues where commitments have not been
made.

Much of the present and future work in the project has only been hinted at in this
paper, but either is currently, or will soon be available in deliverables and specialist
papers on the TrustCOM web site.
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