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Abslract

“FThis memorandum describes the procedures used at Barcsbury
Laboratory te backup a heterogeneous network of Unix based

workstations and super computers. Detaited descriptions are given of
the methods used 1o achieve aulomatic full and incremental backups
of distribated file-systems onto tape using remote shells. Coverage

is piven to the set of support programs provided io interrogate

backup cycles and ease the restoration of files, plus (he inlegration of

autpmaled “Juke Box™ devices into the backup mechanism.
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1 Introduction

In MNovember of 1987 Daresbury Laboratory bought its first Sun MicroSyseems
workstation; by June 1950 a rotat of 56 Sun workstations had arrived on site with every
indication that the figure would coniinue to rise.

Because of the abundance of workstations, three Sun file seovers, a Sparg 1, a 4/260
and 2 4/370, were provided giving "10.5Gbytes of online disk storage for workstation
use. At roughly the same time several worksation/mini-supers arrived on site, each
with their own disk drives and backup requirements. In towal this gave us an estimated
T20:Cbyles of disk. At this point we invested in 2n Exabyte tpe drive Lo provide us with
high capacity storage for disk backup. However, most computer manufiactures provide
backup mechanisms thar assume the use of individual tapes per filesystem backup, thereby
negaring the advantage of the Exabyle. For this reason a backup program suile was
developed incorporating the following features:

»  Mulriple backups or 2 single tape.

» Full and incremental backups freely intermixed,

- Execules separate, user configurable scripts for differing types of backup mechanisms.

= A single confipuration file dictates the complete backup schedule.

= Aumomatic lzble of contems generation for backup lapes.

»  Full support pravided for JBI. tape carousels.

- For ease of maintenance all programs written as shell scripts, also allows the backup
sofliware 1o be ran on virually any machine supperting /bin/sh and avoids the
usual “recompile” prohlems when upgrading operating system software.

The system described here has been operating since September 1988, driven by a
Sun 4/260 and writing to both single Exabyte unit and JBL enclosed drives. [n the lauter
form it requires no human intervention io ils day to day running.

Throughout this document the following notarions and assumptions have been made:

- File pathnames, command names and shell procedures are signified using a
monospaced font. For example, rsh(lc) indicates 2 unix command (in this
case rshy: the notation {1¢) is a reference to section ic of the Unix manual pages
accessible using the man (1] command.

+  The reader has some prior knowledge of the Unix operating sysiem.

»  fsd is being wsed 10 backup a netwaork of Unix machines.



2 Software

2.1 Overview

The backup program (fsd) provides a st of shell scripts 1o avtomate the issuing of
backup ceanmands from a ceatral server 1o clients on a network wsing £ sh, cutpot being
piped back o 2 local tape drive. When staned fsd first creaies a log file for the backup.
followed Dy a tape initialisation scquence where 2 Lape is requested and then checked for
the comect label. Having completed it initialisation phase fid next uses a file-sysiem
schedule database o work out which file-sysicms are te be backed vp, when ond on whi
machines. Once f5d has worked out its schedule backing vp commences. Syster specific
backup cammands are issucd using a set of scripts supplied in the release. Bach scripl
is monitored by fd for successful completion before moving on o the rext file-system.
Backups are writien in a sequential fashion onto the backup 12pe so that a single tape
15 sufficient 10 hold multiple backups from a collection of networked machines. When
al the required backups have been compleled f5d rewinds and unloads the tipe, clages
the loghile and werminaes.

S5d is also capable of generating a TableO{Coments database for all bockups done
using the wtility dump (8). Before unloading the tape f3d checks 1o see il a TableGf-
Conlents is reqoired from il, and if so rereads the rape extracting a table of contents for
¢ach backup, appending each 1o a master dalabase.

f5d is wrinten 1o ke advantage of the large storage capacity (2Gbytes) of Exabywe
tape drives — using fsd on devices with only limited storage capacity really defeals iis
whole philosophy, namely that of packing a large number of backups onlo a single 1ape
in 2 well structured faghion,

2.2 Tags

One of the key feawures of fod is the concept of a fag, Tapgs are used by fid as
a means of separating groups of backups (or rather file-systems} anto different scey of
tapes. A tag may be viewed as a siring used in filenane construction in reference W a
backop group. The following names are generaed using Lags:

STHOME /senptsfiag.h Header hle comaining uyr dependam
variabies.
FEHOME Mserips/ay.exelude Clienis o exclude from tus backep,
SHOME}scripisfiag. file-db The file-system datsbase for this g,
S{HOME J/scripsfrag.pro-fle-db The file-system is processed daity and
the resuits placed in this fic,
S{HOME }seriptsfiag. lock The jock file creaed when fod is running.
5 [HOME Ysctpisfiag.Jastce A remporary storape area for the retumn
codle of a backup.
Table | Tag dependent names  (Contineed )
5

S{HOME Nogstrag! The directory where the log fies for this
wg are kepl.

rag tape-number Tape volume label

Table 1 Tag dependent names

f3d uses the hostname of the machine it is running on ax o defoult g, so ¥ the
hostnzme is merlin fed uses the Ries:

S{HOME ecripts/merdin b
S{THOME Yscripis/mesdinexclude
S{HOME }seriptsfmertin Ble<Ib

3{HOME J/senpiw/merdin.pro-filedb
S{HOME/scripisfmerlin.lock
SHMOME ) Alogymerling

and tapes with labels:
merlintapenumber

Jsd wses ws first argument e decide which tag o use - i this arpument does
not cormespond Lo an installed tag then e default one is used. From the abave example
entering £ sd causes the 1ag merlin 1o be used, however, entering 5 gandalf insirucis
JS5d to use the wag gandalf. The advamage of taps becomes apparent when your daily
backup requirement excecds the stornge limit of the backep media avanluble thus making
it desirable o split backups between two or more sets of tapes. Which backups are done
10 what 1ape is entirely dependent on the information you put in the file-sysiem duabase
{or the relevant ag (see section 3.5 for a complete description of the file-system databise).

Tags are creaed using the install script provided in the relcase -— see section 3 for
full deiails of the install scripl.

[



3 Installing fsd

3.1 Create a user-id

Before beginning installation 1t is necessary (o creae a user-id for the use of fsd.
The reasons are twofold:

* To provide a permanent home for the sources and runtime created Rles.
+  To provide f5d with a UID which can be used 1o gramt access to raw devices both

locally and on client machines. Obviously a common UID across all machines
provides uniformity 1o the backup mechanism.

For example Daresbury uses the login id oper, UID of 18, group Operator with the raw
filesystems in /dev having Operator group read permission.
Once a user-id is created set the PATH variable o be:

Bourne shell C Shell

PaATH=3 [HOME ) /bin:. :$[PATH) set path = {"/bin . Spath)

In both cases logowt and login again so 1he new paths take effecr.

3.2 Unpack fsd

The f5d distribution is in tar (1) formal on Exabyte tape. To unpack it, login under
the vser-il created for fsd and enter the command:

Here replace tepe-~drive with the drive where the release Tape i mounzed. Tar
will unpack the following files:

Program/File Name Use

SAfaeteinzial: The instatlarion script for fid.
St PostScripi copy of this document.
Solngtad The main backup program.

Update the TableOiContents database from the
contents of a backup tpe,

Fningastod Edir the file-system schedule database.
LGingtndax Edit the exclude Hle.
Cietnsfdib Show what backups will be performed today,
miag sl Read the label on a buckup wape.
Cminsfnant Labe! a tape for use in the backup cycle.

E Srntnsisdns Scan a tape and repon whin's vn it

Table 2 Progzam Suite (Conlinuerl -}

/ninsfag Restore Ales from backup.

An intcrrogation program for the TableOfContents
darabase; will also restore files using fig

Liblnfisr

Lfsoriptasahared.h A header fle shared by ali programs.

A collection Bouwrne shell macros loaded by fsd
raeripta/isd.matzes each Bme it runs - see the sh (1) man page fora
complete description of macres.

There are several similarly named files which
perform the actual command required ¢ backup a
system. For example, SGIs are supplied with a
.fzertpra/BckSeripis/-.accipt backup facility known as bru, so there will be the
SCTIP( LAaccipra/BekScrlplafhry  deipE conlnining the
necessary commands lo perform a bru backup
locally or remotely.

Lfzeriplaz/awkacripbs/auk. * Frequendy used awk scripts.

Table I Pogram Suits

3.3 iInsfall fsd

To install fsd enler the command £sd-install al the shell prompt. You will be
presented with the following menu:

When installing fod from scratch chose option | 1o creae the defauh set of tag fites.
Optivn 2 allows you lo creale you own tag (for which you wiil be prompted) which can
then be used s the firgr argament to fid when started. Note! fsd must have been installed
using aption | before a user defined 1ag can be creared using option 2.

Once a tag has been chosen fsd-install creaies tag dependant files:




If you are not running fsd-instalf for the first lime some of the above messages will
nol appear.

Next fsd-install asks il you want o configure a JBL carousel for use in the backup
mechanism:

Answering "n” continues with the nexi stage and leaves the JBL wnconligured for
this rag - explanaiion of configuring the JBL (answering “y™) is given in section 3.4,
Ssd-insiall now asks for the wpe device 10 use:

Sod-instali offers completion of /dev/. The device chosen in this stage can be
overridden at any time by setting the shell environment variable DEVICE tefore running
Fsd.

Next you arc given the option 1o configure TableQfContents database generaion fof
this 1ag - sec section 3.8 for a descriprion of the TableQIConents database. Answer
y of n depending wpon vour preference:

If you answered v (0 the TableOlContents database option fsd-imstall will now negquest
the name of a direciory it can use as emporary space when soming the TableOfConenty
database. This divectory must be writable by fsd and be of a reasanable size {200Mbyies):

£5d cam v

abase

The next stage of the install sers a timeout value in sminuies for f3d 10 use when
waiting for individual backups 1o complete. 1 this timeout value is reached fd issues
a kill sipnal fo the child process tunping the backup. Doing his prevents backups that
have failed and that are hung indebnitely causing fod itself 1o hang, The value of 2 hours
warks well for the Sun backups at Daresbury. Consideration should also be given io
backups thin may run for more than 2 howrs; for example backing up an Ardent Tian
using cpio has been scen 10 run over 4 hours when the machine was heavily Jomded!
This is really a case {or on-site tuning:

Lasily fod-install asks for the electronic mail id's of wsers wanting w be informed
of successul completion of a backup, or when evrors occur:

Sfsd-irstall now produces a completion message and exits:

Once fd-install has completed sen the access permissions of the @pe device o enuble
S5 10 read and write 1o i the following example assumes f5d is in group operacos
and that the tape device chosen is /dev/nrstd (this may have 1o be done @8 coor)

chgrp operator JSdev/nrstl
climod gtrw Sdev/nrstl

This completes the instabllaion of fsd, i is now necessaey o ifonm fed whicl bie.
systems you want backed up before any atenipu o ase i ix made, To do this add entrics
t the file-sysiem diatabase wsing the program feded. When calling up an ediior o tw
file-system dabase fided fivst cheeks o see if the environment variable ERITOR is ser,
andh 3 so uses that editor; iF 0L isn™e ser wi (1) i3 used -— see section 3.5 for a conplere
deseription of the file-sysiem database. feded will ke a1ag as its s rewment ancd
cdil the appropriate database.

10}



3.4 Configuring a JBL carousel into fsd

fsd supponts the use of a Summus Juke Box Library (JBL) carousel. Successful
tonfigertion into the backup mechanism is achisved with the following steps:

+ Isttlthe bl (1) wility in a direciory appearing in fsd’s PATH varinble,

= Run fid-instail.

- Answer “y" when fsd-instalf asks if you want 10 configure the IBL carousel.

= frd-install now asks for the JBL conrrol pon. Emter the device name to which the
JBL control port is attached, e.g /dev/rtyb:

+ fsd-install will now ask you 10 choese either JBL drive 2 or b — this is localised
o the cument f5d tag:

= fsd-instalt witl now reset the JBL 1ape number to 1. This means thal when next run
Jsd will use the tape in slot 1 of the JBL; upon completion of each run f5d increments
this counter. Running fsd-install resets this counter o 1

['75E

= When fsd-install asks for the tape device 1o use enter the name of the no-rewind
raw device configured to the JBL drive chosen in the previous stage, No-rewind raw
devices are found in the /dev directory with a nx prefix, e.g. /dev/nrstl.
When fid-instaif completes set the access penmissions on the JBL control potl 1o
enable fsd o read and write o i The following example assumes the control port
chosen was /dev/ruys and that fsd runs under the user-id operator {note that only
OOl Can execute chown):

chown operator Jdev/ttya
chmod 600 Sdev/oiova

Once alf these steps have been taken IBL configuration s complete. Note that it is
perfectly legai to configure different 1ags to use different JBLs i you bave more that one.

3.5 The file-system dutabase

The fle-system databise s 2 sequentially orpanised file used by fid to deseribe which
file-systems are 10 be backed up, when, and at what level. Fach cniry in the file-system
database specifies o day, o client machine, a file-system, a dump 1ype and 2 dump level,
Lines that start with a # (conunent) are igrored. Tields are separated with one or more
spaces or {abs, Specifically cach field bas the Toltowing properties:

DAY Specifes the day which this entry relers 0 — in the range 1-14.
If a carousel is configured days are in rhe range of 1-30. The *
character is a simple wildcard maiching atl dJays.

MACHINE The hostname of the cloient where the file-system physically
resides.
FiLE-SYSTEM The file-sysiem to be backed vp. 1f using dump (8) fle-system

names are given as raw devices e.g. fdevisdD. Most other
backup packages use mount poinis rather than devices, e.g. fusr.

DUMP TYPE The type of backup package 1o use. More specifically the name
refers 10 a script in the direclory . /scripts/BekScriprs

DUMP LEVEL The level of backup 10 do. Level 9 is the lowest incremenial

backup possible; level 0 is a full backep.

The day field has differant meaning depemding upon whether on not you are using @
JBL carpusel unit. See section 4.1 for a descripidon of how the day field is used.

Here is an example datsbase:

Day Machine File-System Dump Type Dump Level

« disa fdev/rsda dump

* disa fdevirsdlb dump 9
“ dlsh Jdevirxd0a dump g
* dlsb fdev/rxd0b dump 9
> disbh Jdev/rxdOc dump 9
1 dlsa flev/rsdOa dump 0
1 disb fdev/rxd0b dump 3
2 dlsn fdev/rsd0b dump 0

An awk {1} script sequentially processes the database producing an output file
containing records describing the backups (o be done tday.

An entry in the file system database with a day field of “*" cawses a backep record
10 he creaed, bur this entry will be overridden by any farer entries encountered with
a comesponding day/host/file-system wple.  Processing the above Ble for day 1 will
produce the following owput:

Client File System Dump Type Dump Level
disa Mev/rsd0a dump 0
dlsa fdevirsdOb domp 9
disb fdevirndla dump g
dish fdevirxd(b dump b
dish Jdev/exdie dump Yy




And similarly for day 2:

Client File-System Dump Type Duemp Level
disa [devirsda dump
dlsa fdev/irsdlb dump
dlsb JdevfexdOa dump
disb fdev/rxdOb dump 9
dlisb fdevirxdOc dump 9

Observe that the levet 5 and level ) entries have overridden the original level 9 eniries.

This style ol processing enables new file systems Lo be added quickly and makes for

a less complicated structure.

3.6 Configuring clicnts lor fsd

Because f5d uses rsh exclusively when talking 1o clienis some preliminary ground

work must be done belore the mechanism will work savsfactorily. Client configuration
is accomplished by setting up a user-id for f5d 10 use when issuing remote shell requests
to the clienl. This is a system dependent procedure and probably requires “roal” access,
however, as a rough guide:

Create a password entry in the /ete/passwd file on the client. Interactive lopins
are not required and should be disabled by emering 2 ** in the password held, The
login name muest be the same as that vsed by f5d ir order for zsh o work correctly.
Create a working directory for the user-id 2nd change ils ownewship 1o that of the
user-id. In this directory creale a _rhosts lile conaining the one line “f5d-has
wser-fd”, substitling fid-kase with the name of the host renning f5d and wser-id with
the user-id created for fed on the host machine,

The UID and GID should be st 10 some value which allows suilable {(read) access
tor adl file systems 1o be dvroped; on Suns use 2 UID of 10, a GID of § {oparator
croup) and gram operator group read access on the raw file systems {(Adev/*). Most
other machines will use a dump package which accessex fles on an pathname basis
and as such the only realistic option is o give the id root access (so1 the UID Aeld
to 0} Remember to disable logins!

Addl 1he host name and internet address of the client in the /et c/hosts ke of the
host running f5d, the yellow pages host database, the Internet Jomain name database,
or some combinarion of the three.

Again on the fsd host, in the . rhosts file locared in the hame directory of the fsd
vser-id, add the line “client-host-name wser-id”, substhining cliens-host-name with the
host name of the chient machine and wser-id with the remole login name on the clien
machine. This entry is required by both rsh and rmt, emitting it causes fuilure,

If any clicnts want 1o make vse of rdump or gnutar via rmt you shoukl ensure
they are configured into the tape servers services list.

As an example fsd a Daresbury is set up n the following way:

The password entry on the fsd host (dlsa) is:

On 2 Sun client the password eniry is:

{gTOUpP 5 S OpCIALOr Eroup).
Assuming that the fid host Is disa the _rhost file on the ¢client contains the one line:

4

Assuming that the cliemts host name is merlia the . rhost Ble an the f54 host includes
the line:

On the cliem, devices in /dev have the permissions {for disk i)

thereby granting read access on raw devices 1w all those 1 the group operien. To se
the permigsions use the commands:

chgrp operacor /devi/rsdla. . .
chivod gér Sfdev/rsdla. ..

3.7 Sctting the PATH

In distributed form f5d comes with a PATH of:

Jfeto:fuse/ete: fusr/uchShinfuso/bin: Sesr/localfhin:
fusr/lbin:$S{HOME} : S {HOME} /bin: .

. This PATH is defined in 5 {HOME /scripts/shared. b and shonld be modifed
o reflect local conventions.



3.8 The TableOFContents database

The TableOfContents database is a set of files describing the current contents of
backup tapes. If the TableOfContenis option is configured at install ime f5d will extract
4 table of contenis from each backup done using dump and append each 10 the darabase,
Onee the whole tape has been read Lthe TableQrConlents is processed o remove redundant
crtries. Only the most recent copy of each file is recorded — earlier versions must be
incated via knowledge of the backup cycle in use.

If the TableQTComents database option has been configured you must have a directory
named “ds* {which may be a symbolic link) in fsd's home directory pointing o an
ares on Jisk large enough o hold it — a0 Daresbury a database size of 20Mbytes is
gencrated backing up 756 file-systems. The daabase size will greatly depend upon the
amount of fles subject to backup and their frequency of modification. All references 10
the database shoutd be made via this link,

The database provides an easy method of viewing the current conterts of backup
apes. The program fsris provided o query the database — see section 5.

Note! this darabase is not required for Rle retrigval ~— it just makes things a lot easier.

3.9 New tapes

For identilicanion fyd wriles volume Tabels on the tapes it uses. Nl therefore expeas
any tape it uses 1o have been first initialised with a volume label. When using new tapes
¥ou can etlher

A Label rapes vsing the f5dt program supplied. fsdif will wake a g as a fisst option
and label rapes accardingly — when no tag is supplied the defaplt one is used. If a
JBL is configured use the - jb1 option 10 label the complete set of tapes in one go.

b, Use the —vt {virgin lape) switch when staning fed — see section 4.3 for a description
of fsd opuons.

3.10 Running fsd

Operatonally the backop procedure is very simple and requires only the minimum of
mancal intervention, thar of mounting a rape in the Exabyie drive before running fsd. I a
JBL wnit §s configured Toading of the backup wpe is done avtommically by fid allowing
it run complotely avtonomously.

Ssd may beostaried inoone of two ways:

Lo Monuadly by entering the command fsd at the shell prompt.
Auiomatically vsing cron (1), The cromtab entry 30 23 * ¢ (Bl by will stat
Ssd dualy ar 2330,

1

In both cases an initialisation phase is undetaken 1o check whether wday's backup
hos been run, and if so fed will rerminate inmediately. This avoids problems arising
from running fed manually dering the day and also having ¢ron run it in the eveniny,

4 Usling fsd

4.1 Tape cycling

There are wwo approaches taken by fsd when cycling apes. The st is a 14 day
eycle used when JBL has not been configured. The current day of the month is taken
and reduced 1o a number in the rnge 1-14 usiag the formula “whilst { day > 14 )} day
= day - 14", In this respect 30 iterates down to 2 etc.

JBL configuration into f5d cavses a different approach 1o tape cycling, Here 50 wmapes
in the carousel are used in a round robin manner starting from tape 1 working upwards.
Once tape 50 has been used the cycling starts again from lape 1. The tape number is
only incremenied upen the successful completion of f5d, if fod fails o complete Lthe same
tupe will be used again when f5d is next run.!

The above JBL cycling mechanism leaves rapes 51-54 unused. These 4 wapes are
being reserved for a furere release of fid which will incorparate autominic tape head
cleaning.

4.2 Temporarily exciuding clients from fsd

The exclude file, defined as ${HOME}/scripts/rayg.exclude, 1 checked by
S3d o see if @t comains tbe hosmame of the machine about ¢ be backed wp. if a
correspondence is found then the dump is skipped and fsd continues. Host names appear
in the exclude file one per line and should correspond 10 those given in the life-system
database, Removing an entry is sufficient 0 reinsraie a client in f3d’s cycle.

To edit the exclude file for a fsd g vse the wility fsdex.

4.3 Fsd options
Ssd aceepts the following aptions:
-b
Run in the background {batch maode). Any problems nonmally requiring user
mteraction will cause f34 10 exit condition code 3.

—dXX
Set the backup day 10 XX, (-d2 and -d02 are equivalend. IF a JHL is configurzd
XX refers o 2 siot number in the range 1-50,

-~ ffilename

Use filename as the Rle-systern dwabase instead of

S{HOME} /seripts/tag. £1le-db. This oplion can be wsed when a non-
standard backup is required. For example, under some conditions you muly wish
w dump o single disk if there wore signs thar a cragsh was imminent.

-h

Give help on using fsd.

: Sec b Bugs seclion fof & aeie on why vwo differing sfgorithmy xe used,

L&



—ifilendame

Usc fifename as the log file. Note this is a filename not a pahname and that the
loghile is created in the tag specific jog direciory.

-ns

Do not sort the TableOfConicnis database. Useful for example when disk space
is running low or when several fed's are to be run back-to-back and thus only the
last ene nced sort the database.

-notoc

Do not add to the TableQfContents database during this tun,

~nojbl

Do not use the JBL carousel unit, If you want (0 use a tape drive external 10 the
JBL this option will suppress the issuing of JBL commands. Use in conjunction
wilth the -0 option,

—ttape-labet

Expect a 1ape whose volume label is fape-iabel, Stops fed complaining Lhat the
WIORE tape is mouned.

—vi

The 1ape in the tape drive is blank (virgin lape) — do nal cheek the volume label
Just write 2 new one.

—Ddrive

Use drive as the 1ape device to write 1o insiead of Lhe one specified when fsd was
instalied. drive must be a fully qualificd device name.

The foliowing example will backup the Ale-systems lisied in diskS b, WP 10

diskS.log. label the blank tape as disk5, use device fdev/nmstl, skip the TOC generation
and run without issuing XBL commands, useful for example if disk5 is thinking of taking
upr smoking:

4.4 The fsd program

This seetion deseribes the sieps taken by the fsd program in order 1© perform its sk,

The convention [macro{xxd® signifies that the task being undenaken is o macro

loaded from § {#=OME) /scripts/fed. macros,

1.
2

Sel version nember, execute cd 1¢ home, clear the screcn.
Load up the sheli macros from the file:

${H0ME}/scripts/fsd.macros

Seethe =h (1} maneal pege for a deseripiion of ahelt macres
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10.

Source the header file which defines variables common 10 all tags:
S{HOME} fseripts/shared.h

[macro{lnclude_hcader file)]
Source the header Rle spezific to the current backup tag:

S{HOME} /scriphs/tag.h

Imacro(Include_header_[le}}

Check for the exisience of 2 lock file — if found @ will be reponed 10 e
user and an option 0 iemmindie given. In baich mode fsd will exit cade 3
Imacra(Check _lock_file)]

Set software traps for signals sighup, sigint, and siglerm 10 terminme graceiully.
sigquit causes fsd o erminate immediately.

Evaiuale argumemns, see seciion 4.3,

Check 10 see if a logfile for today exisis, and il so terminate. Logfile aames are
generaled from a combination of the comrent day and month numerals, M taday is
the 7eh March 1990 the lophile created will be 0307.1og. At the end of each backup
logfiles are compressed using compress {1) — il a compressed logfile for wday
cxists we can assurne today’s backups have been tun successfully. 1€ a carauset
is configured loghle name generation will be XX log where XX refers 1o the slot
number used in the carousel

Move uncompressed loghles 1o numbered backups. If today's logile is (507 log,
and there exists the loglile 0507 leg we can assume il comes (rom an uncompleted
run, in which case it is renamed e 0507.dag.0 — if 0507.log.0 exists rename it
w0 0507.dog.l ete. Uncompressed loghles exist from previousiy run hackups tha
fail, so renaming rather than dedeling them provides 2 more accuraie andit rail
fmacre(Check_old_Jogs)}

Delete any log files corresponding 1o rhis day but sof 10 this month. Tf today’s togfile
is 0608.log and 0508.)og.Z existe (last month's loghile (or the Bl in compressed
form} then remove it Note here that i i5 only when o wpe is actually reuscd will
any log files reliting to it be deleted — useful in preserving fog files where o 30 day
month follows & 31 day month. {macro{Open_loglile}}

. Check the wape drive for a ready condition. 1T the tape drive bs usable, but no e

is loaded, fyd will wait 1il] one is mounted ("please mount a Lape’ messag
is echoed o stdout). fmacre{Check_tape_drive}]

. Read the wpe volume header into the variable LABEL wnd set the varkible TAPENO

to the vohnme serial number of the wps, Imacro(Rc:ui_-lnpr:_-\-ul)]

. Check 1o see that TAPENG comesponds 10 the tape labal expecicd — tag.day, wherg

day is the day of the month, 1f the wrong tape is loaded it will be cjected and the
user given the choice of either mounting a new tape or exiting fsd. 1f o new pe s
mounied thern stages i1 and 12 will be re-iterated, otherwise fid will terminzie with
exit code of 0. In batch mode frd will tlerminate with exit code 3 upon detection of
the wrong tape. [macra(Check_tape_volume}}

- Wiite the complete tape header 10 the Jog fite and sidour, informtion is extractod

from the LABEL variable set in stage 12 [macro{Prin(_tapevol headery]

N



IS. Write a new header 10 the tape.  See section 62 for tape header formats.

fmacro{Write_rew_header)}

Process the file-system database to produce a backup reeipe for woday; the fle-system

dinabase is covered in detaif is section 3.5. [macro{Process_hlesystem batabase)]

17, Exccute the individuai dumps. The following cycle is executed for each entry
produced in stage 16:

6.

o

i Reud in the nexe line from the processed file-system daabase.

. Check the host name 10 see iF it exisig in the exclude Rle and if 3o loop back o
stage (a) - see section 4.2 for a description of how © exclude clients from the
backup mechanism. {macro{Check_exclude_file)j

<. Wriie a backup header wo the wpe. [macro(Wrile_dump_header)|

d. Execuiethe file . /scripts/RunChila asa background process. The variable
DUMP_TYPE, sel in stage 17.2, is passed to RunChild to indicale the type
of buckup required. To perform the acwal backup RunChild executes the
serpt L/ scripts/3{DUMP_TYPE} . script. fsd now sis in a tmed loop
watching the RunChild process; one of two things will happen:

= The process completes naturally.
+  The process limes out causing fsd to abort it using signal 3; kill (1) is
used to send the signal.

In hoth cases fod continues with the next dump.
[macro{Run_moniter_child}]

1%, Write an end-of-data marker. [macro({Write_eol}}

19, If configured, add 1oday’s dumps 1o the TableOfCoentents database - applicable only
W backups done wsing dump. [macro(De_toc_processing)]

20, Compress the loglile. [macre(Close_lopfile)}

21, Exit gracefully.

4.5 Dump scripts

Dumip seripts vary according 10 which backap procedures they zre deiving, so the
information covered here can only be a generalisation. However maost seripts follow the
swne qules which, ol adhered 10, should case their wrting,

Eazch seript is called with the following argumens:

Clent where fibeesysiem physically resides.
File system 10 dumyp.

Lovel of dump.

Logfite nane.

50 Device nwne w dump o

d [ e

Dumg levels are defined as O being a fell dump and 9 the lowest level incrementi
dump. Where you do not have a cheice of incremental levels map 1-4 as jusi incremenial,
Dumps of networked machines use wsh {1} as the means of issuing remote communds.
All seripts should source the common beader file:

S{HOME] /scripns/shared.h
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The following example should act as good template for anyone wishing (o write their
own scripl
tislnfah
script for doep,

safte the nasty folg necesaary Lo capiuce the exlt code ol rerote durps,

]

)

]

1

i Called wlth srgunents CLIFNT FILE-SYSTEM LEVLL LOGFILE DEVICE.

i

i

t Watch oui for thlz ane az the only exlt code caughf iocally ix fram rski(l}.
1

. SIRCHE]fseripbs/Sshaced. h

DUMP FLAGS=rucbzds™
LIETT P LAGS =R

¥ For clasity stoip out Lhe argumenta,

¥

CLIENT=%1

FILESTS =52

LEVEL=5]

LOGYILE~F4

DEVICE«SS

L}

t The durmp flags 756 5190 4100000 are selevant o a ZGbybe Exabyte
4 on Sun0S 40X

3 A block 3lze of 56 {a uaed Ln ALL scripta - Exabytes will pad out
§ blecks to he a multlple of 95 thus & bDlack alze of 5% prevent: Tape
I wastage, pius 64X may fatl fewl of the mxw blockage on Sun SC51.
i

1f (tesc $ICLIERT] = SIHOSTI

Shen
1
I Local backup.
¥
ccho “RAagkup praceduse for S{FILESYS) 13 now commenclag” i wall
dump ${LEVEL]S|{DUMZ_FLAGS} 56 5150 4500000 F{DEVICE} SITILESYST
STATUR~E2

clae

L)
¥ Aemote backuap.
1

z7h —n FINSETIA

raehe Moekip peocedure for $EHOST}:SIFILESYR) iz now commencingh,
jowalle

takh —n S[HIGSTIY N
*“{ FfetcSdump SILEWEL]IS[OUMP VLAGS] 36 31%0 4100000 FLUOST) S [QEVICRRY
S(FILESYS]; echo §2 > fumpllais €C 3~

STRTUS- "¢sh -n S(UAST] ~eat ftapflast CCH*

'Y

I Losy the efloct,
]
oho TUAr duen eeded with Conditlon Code of S{STATUS] .- »=5{LOUPILEL

Save Lhe exit opde in a 21le - Chiz will be
a

1
I
1 ploked up Ly LRe parent and passed on Lo fsd.
)
s

cha BLSTATUST > 5O SAVE FILE)

P Ewls with cdump silatus.

cxli F{ETATUS|

Supplied witl Lhis release are scripts 10 drive the following backup mechanisms:

Name Pescriplion
dumgp Suns and most BSD derived syswems.
cpio System V architectures.

bru Silicon Graphics.

tnac Apple macs running ASUX.

Table 3 Suppiicd backep scripis (Continued ..}

i)



whak Apollos.

1ar Any sysiems having to reson to tar for
Lheir backup reauiréments,

GNU-tar GNU's version of sar which incorporaies
an incremental backup mechanism -

pieferable over Lar,

Table 3 Supplicd backup seripes

All scripts will be found in the diretiory | /scripis/BokScripts/ with the
exiension _script appended 1o the name they are referenced by in the file-sysiemn
databasc. Sce the reicvan man pages lor documentaiion.

Same backup mechanisms require a previous backup dae to be sopplicd to
them.  For this purpose the directory $ (HOME} /dates/ iz cremed by fsd-
instalf and used by some scripls as a common save area for dump dmes (see
S{HOME}/scripts/BekSeripts/bru.script).

4.6 Environment varizbies

The following table lists the environmen: variables used by the fsd suite:

Variable Bescription Proprams using Delaubt
varizble

DEVICE Defines the tape fsdar, feded. Isdex, | As defined whea
device used for fsdrl, Isdil, fsdis. Jsd was insialled
backupfrestore fse.
operaiions,

TERMTYPE Terminal type All programs. No defanlt
oulput is being Note! fsded, fsdex
displayed upon. will faif if
Used (o clear screen | TERMTYFE not set.
Lic.

PATH For Ainding All programs. Existing path
cxccutables.

EDITOR The edilor 10 use Isdex, {sded. vi
when cahrges have
1o be made 10
Lables.

Tahle 4 Favironment varables
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5 Support programs

liag) indicates Ihat the program being described will take an optional tag as the firn
argument.

5.1 Esdat(h)

fsdat (fsd add mble of contents} will read a backup tape and update the TableOfCan-
1ents database from the contents of the tape. This is usually only needed when fsd fails
o do the job, or o wcreare the database from scratch.

5.2 fsded(l) [fag]

Sfeded (f5d edit duabase) is used 1o call up zn editor on the file-system dutubase.
The defauk editor is vi (1); this can be averridden by seuing the cuvircument varihle
EDITOR 10 the name of a preferred ediror.

5.3 Isdex(l) [rag]

fedex (fid edit exclude} is used 10 caii up an editor on the exciude file. The delault
editor is vi (1): this can be overridden by setling the enviromaenl variabie EDITOR
i the name of a prefered edilor.

5.4 fsdIb(l) (fag)
Sedith (fxd Lisi backups) repons which file sysicms will be backed up today, arguncnis:

~elxx
Show the backups 1o be done on day xr.

5.5 fsdri(l)

Ssdrl (fsd read fabel) reads and repons the label on an f5d tape mounied in the e
drive.

5.6 Esdel(l) [fag)

Sadel (fsd ape Iabel) labels tapes ready for use by fed, A ape bl wikes e form
of tag.day, where lag represents the defoult backup tag and day ts the current doy of the
moath, 1f 2 JBL is being used the carqusel slot number is used instend of day, arguinenis:

—dday

Use day o8 the day held in the label, IF a IBL is conligured dey represenis a slot
mumber in the range 1-30,

- label

Label the tape as fabel rather than the default,

~jbl

Label the first 50 fapes in the jbl. The wape in slot 1 owill be fabelicd regdil, the
wpe in slor 2 tap 02, this continues il all 50 apes have been fabelled.
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-noeject
Rewind but do now eject the tape alter it has been labelled - ipnored when Lhe
- jb1 option is used.

5.7 fsdis(l)

fsdis {fsd tape scan} will interrogate a tape in the tape drive and reposts what backups
are on . fedts will prompe for any information it needs.

58 fse(l)

Jse (fle system extracior) is used to restore a file or files from backep. All informarion
required by fse can be gained by renning fsr first — § would recommend approaching
restores in this manner. The (ollowing arguments are recognised by fse:

—bn

Tetls fse which backup on the tape 1o resiore from. f5e wil skip forward n backups
on the tape before mlempting a restore. I this argument is missing fse will prompt
for i,

—ffilename

Restore filename. 1§ 1his argament is missing f5e will prompl for 3. By default Bles

ire restored into the directory /tmp — you will be offered the option to change

direcrory before any restors are done.

~ 51

Tells fse the file mark on the tape where the required backup appears. fse will skip

forward n Rle miarks on the tape before atempring a restore, This option is used

by fsr [rom information laken [rom the TableOfContents database,

-jbln

If you are using & JBL carouse] the —jb1 oplion specifies the slor number of the

tipe 1o toad. I not supplied as an argument fse will prompt for the slor number.

Sfse isn't fussy about which tape is mounied -—— it's up o you o get it right. fee is

umly capable of restoring files from either dump or cpio archives. For any other arehive
type fse will copy the whole backup to disk thereby allowing it 1o be shipped 10 the
appropriale client for processing by the wtility originally writing the backup.

3.9 fsel)

Ssr{file sysiem restore ) searches e TableQiCoatents dimabase for an exact match
o & filename 3t 1$ given (for which it promps). Quoiput will be forpudtted 10 2 human
reacible form. Once an entry 15 found fsr offers the oprion 1o restore it automaticatly
using fse.
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6 Specltications

6.1 Tape data formais

The fopmat of a rape written by fsd is shown in Figure 1.

Beginning of tape.

Tape Dump [
/Hmderﬁead" ﬁ Bump number 1

Bump 2
Header ﬁ Dump number 2

AN

[Hgure \l=d lape formn

There are twa differing header types used on a fsd tape. The firs,, (the tape header),
identifies the backup volume and appears as a 512byte block at the beginning of each
tape. The second. (the backup header), identifies individual backups on the tape and
appeuars a8 4 512byte block before each dump. Backup headers wre the only way of
Iocating and identifying a dump on the tape. The exact formats of cach header are
described in Tables 5 and 6.

6.2 Tape header format

Tape header
Field Name Description
Tape volume String, ¢.g. ds24
Dae mpe last vsed Output from unirn date(1) command
e.g. Thu Jul 12 18:12:260 BST 1990,
Number of times tape used Incremented each 1ime the wmpe is used.
User-1D Set 10 the user-id backup is ruaning under.

Tadle § Tape Hemder  (Contiaved ... )
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Version Number

The version sumber of the fod wriling the tape.

Suan Day/Momth/Year

The date fsd was siancd — used when generating
TableQOfContents cntries,

Table 5 Tape Vlcadct

6.3 Backup header format

Backup Header

Field Name

Formai

File System dumped

String in Lthe form of either fdev/sdBe or Jusr.

Machine being backed up.

String, e.g. titan2,

Type of dump

Suing, c.g. cpio.

Backup level

Backups at level 0 are full dumps. level 1-9 backups

are incremental, level 1 being nearest 0 a full durmp.

Backup nuinber

A count of the number of backups an the tape.

Date

Date of s backup in wnix date formnal.

Table 6 Backup Hexder

7 Bugs and ennancements

7.1 Bugs

The loliowing pugs/problems are known about in the currens version of fsd:

A 1ag appearing a5 option 10 a command mast be the first argument. This limitation
wifl be rernoved in the nexy release.

TOC generation for inclusion in the TableOfContents database is limited 10 buckups
done using domp.

Leaving the carousel in the JBL unit exposes the backup tapes to disaster (e.g. fire).
All dumps are taken “multivser” — this is not acceptable if absolue congistency rias
be guaranteed. We rety upon the frequency of oui-of-hours backups 1o lend resittence,
The IBL comrol part is not locked by the JBL utilities, thereby leaving it susceptibic
w imerference by other programs whilst f5d is ruaning. The some is e of the
Exabyte drives in the IBL. — don’t Iet more ihan two concurent fsds (using drives
a & b) sian,

The JBL has 1o lake a diiferent approach to lape cycling because the ariginal methed
is rightly bound 1o the 31 day max of a month and as such waould aol be able 1o use
any JBL slots above 31. This inconsistency will be removed in future versions.,

Email bug repons ia
P.Griffiths@UK . AC.Daresbury (on the JANET network)
Snail mail bug repons w:

P.Grilfiths,

Daresbury Laboratory,
Keckwick Lane,
Warrington,

Cheshire,

Wad 4AD.

7.2 Enhancements

e e

Future versions of fed will incorporne the following eshancements:

Dumips done using cpio wil) e incorporaed into the TubleOMComenis dutabase,
Improvements on the tape cycling algorithm for the JBL., peraps binary chop.
Use made of the 1O display on JBLs.

A menu driven fsd program suite Imlegratorn

Auntomatic generation of o suitable PATIT varble.

The wpe cycling Bmit number (14} should be an installable parameter,



8 Glossary

Compress - Uncompress

EOD mark
Exabyle tape

File rark
File-systiem

Fsd client

I'sd server

Full dumps

Host

[Hosmame
Incremmental dumps

Virgin tape

Yellow pages

A program employing a compression algorizhm
which allows Qles te be slored in a compressed
format. Uncompress revens compressed files back
\o their original form,

A unique recopnisable mark put on a tape 1o
indicare that no more dala follows. An EQD mark
is usually two consecutive file marks,

See Appendix 1.

A mark on tape that may be recognised by low
level hardware as an end of Ale indication.

Deseribes a collection of Ales, usually hierarchically
ordered, that reside on a disk pantiiion,

A maching requiring s disks to be backed up by
JSid.

The machine actally renning f5d.

An image copy of a disk pamilion.

A maching accessible on a network.

A unigue name dentifiying a host on a network.

Only files which have been maodilied from a
pamicular (uswally supplied) date are backed up.

A blank wpe fresh out of the box - conizing no
writien dila whasoever,

Suns distributed database program. Generally there
15 one master database residing on a known server
from which machines on a network can yequest
informarion.
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Appendix A Exabyte tape drives

An Exabyte tape drive cansists of an 8mm lape rransport mechanism with recotding
channel, servo, formatier, conwoller, interface electronics, software, and package parts atl
designed and produced by the Exabyle company. The product is derived (rom 8mm video
recording technology, with performance improvements and many additiomal funciions
necessary for dala processing purposes.

Helical scan recorders write very narrow tracks at an acute angle 10 the edge of tape
in a diagonal paltern on the tepe. In this way a track length is created which is several
times tonger than the width of the tape. This facilitales a very high tracks per inch (TP,

No preformatting or other medium conditioning procedures are reguired for the Smm
dua canridges. During write operations the Exabyte records servo information and
formatted user data blocks ard performs a read-after-write check of the recorded user
duta. In the event of an error during the read back check error recovery procedures are
performed without host intervention, and without the need to reposirion the tape.

Exabyles operare either as streaming lape devices or as starystop 1ape devices. }
dala 15 wansferred 1o 2n Exabyte ar a fasi enough rate streaming will ke place. If the
necessary ransfer rate to support streaming is pot reached then stopping and starting will
occur auromatically as the dala buifer empties and fills. Sweaming requires a minimum
of 246Kbytes per second.

Appendix B The Summus JBL —
JukeBox Library

The summus JBL. is an aviomaled tape loading subsysiem, consisting of two Exabyie
8mm rape drives and a Data Carnridge Carousel

The system also has an inlernal power supply, an EIA R§232 pon, twe SCSI pons,
for connection 1o the host, and a | line 40 character LCD panel that provides status
information. A single JBL subsystem occupies a standard 197 rackmount and is 10.5”
in height,

The removable Dala Carousel holds 54 standard 3mm tape carridges, giving a
maximum capacity of 125Gbytes.

Six stepping motors handle all tape mounting o and from (he carousel, using
intelligent rabotic clectronics, controlled by the host computer via the onboard R5232
por. The carowsel is rotated clockwise and counter clockwise by the main drive motor
and is based upon the shonest route between the tape regquested and vie approprizie drive,
A full roration of the carousel takes 7 seconds, so the maxhnum seek time is 3.5 secomds
for the requested rape 1o be loaded into the scelected drive.

As the JBL uses standard §mm Exabytes, it is thus compatible with 2!l host hordware
and software normmally used with any stand-alone Exabyte drive.



