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= Controls access to the user details database FamilvNa rﬁﬂ%ﬂ“ﬁmﬁ We have provided a function for central IT team to query our database
[ Performs authentlcatlon for loglns Tel EgthENTmﬁg%&Hﬁﬁ* for current visitors and allow them access to the Wi-Fi1 network after
= Restricts access to data based on a user’s permissions Orqanlsatlonww successfully authenticating. We achieve this by creating a view in the
. All dificati ¢ details bv th fice t cknEme Federallds = E Visits Database that 1s populated with all users currently on a visit +/-

OWS Todi 1ca. 101 O1 USELS detatls by the 1.1861‘ O lce featn = % = 1 week. We then expose a SOAP web service method that can be used
= Allows the creation of Federal Ids (STFC Active Directory) NextOfKinFIrStName == to check if a given users exists on this list and, providing their logon
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credentials are correct, grant them access to the Wi-F1 on site.
This enabled us to move away from issuing paper “tokens” that users
would need to collect from the user office and avoid the need of using
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* Exposes a method to allow Wi-Fi logons for current visitors

Internal Server

Old Systems e = P
ey = @WebMethod
a VISItS S}FStEITI WIFI LO iI"I ﬁulhenlicalian BExcludeClassInterceptors
] 'El public Boolean isgsUserOmVis=it (String userNumber) {
P o l o ' > — < log .debug [("Checking if user ["+userNumber+™] i=z currently on a visit™);
reviousty... : -1 A" % Query q = em.createQuery ("SELECT DISTINCT v FROM Visitor HERE " +
= Microsoft Access applications i 3 — " (v.arrival <= :now AND v.departure >= inow) "+
’ oo -l e 10 - = "OR (v.arrival > now AND v.arrival < tupper) "+
= Old and slow ; _ P == VOB (v denertare « inow BT v demeerare o s lowerl ®)
Dot - - - JE [(Vv.aeparcture < [nowWw AND Vv.Oaeparture x lowWer )
0 [ N Iove Cumly s Sl Lo ey Noytitne  adtes ™ | = -
, R f : —_— - 1Z2 14w "now"™, I Dat 5
" Required too many manual steps by e —— e — P | o Visitor Details Management System Ezmiiﬂcifi‘m GIE;:jiaiC:iL:]ldaIE]:
the user OfﬁCC tcam e e " . o : ey cal .add (Calendar. DATE, -T):;
= StOreS detaﬂs in tWo Separate . .J......-.. M e - j».. T = q.setParameter ("lower"”, cal.getTime()):
. e — o gz 1 v [— ot cal.add (Calendar.DATE, 14);:
databases that eaSﬂy became out of : qg.setParameter ("upper"”, cal.getTime()):
Lizt<Visitor> currentVisitors = g.getResultList () -
SYNC T o e o e e e R Y - : if {currentVisitors=null || currentVisitors.isEmpty({)){
» Data had become unreliable and was |*| |ummr—r—r—bp———te—ger | =, = log .debug ("User is NOT on a visit™);
causing problems in other systems that | ~—— = = = FeTuEn maises
depended on it '_,MA"*;A’ jjz: 31_ . '\-‘,_‘_‘_‘___‘___________._,_,,/ for (Visitor v ! currentVisitors){
- ' _J: ) if({v.getlUserHumber () .toString () .equals (userNumber) § {
== Gate}{eeper » User Details log .debug ("User IS5 on a visit™);
We have been working to rewrite these e e s Database | TEEm e
applications using ASP NET and Java — —_ )
JSP - B ey ' log .debug ("User i=s NOT on a visit"™);

return false;

New Systems Databases

The new web-based system now groups together all the users and | wccsromon e = The system sits on top of a single database containing all details
. . o o N o . . View/Edit User Details m s * s
establishments basic details into a single simple page allowing quick Ij;hg’ auowsase“g“e and reliable access to user details
.. . . e . . =Reduces redundancy
Family Name: ~* Email: - [ Clear Filter | [ New User |
access to the most relevant data. Additional details, such as next of kin S L .
, o , , * Implements versioning to keep a history of changes
details, mailing lists, Induction courses and the status of safety tests, and e e - ~—— — — Tt fn e by okt o @ D e
the ability to edit details are shown on a tabbed page. Colour 1s used to B o e when a record is no longer valid
L] (] (] . . o O —_— Fed,I-D s S.Ll.p.plie.f'.N_lel:er — . Personal | Change Password | Safety Tests | Induction Courses | Next ofKin | Establishment | Mailing Lists, Groups and Interests | Permit to Drive ’m‘w > * * (44 % °
Next Of Kin ODProvdeall  Fadlity Awareness fsis: valid ; : - -
give a quick indication of the status of certain details such as the presence *Current details are identified by records where “Thru_Date” 1s
Of neXt Of kln detalls and the Valldlty Of Safety teStS. OrgallisEaEEEZé:i{z?;‘%igfl:?:gikFacilitlesEuum:il S null. . .
: : = We built a few small tools to maintain data (access through the User
The focus of the system is on the data so the interface has been kept clean Details System interface)
of clutter and unnecessary elements and the information that matters is S 1 = o e | =Check for missing establishments
shown 1n bold grouped into logical sections. LT N e | v =Check for duplicate emails/user numbers
Search * A cloned database on a separate cluster for development and testing
Family Name:  |nobld > Email: | |~ | Clear Filter | | New User | & Science & Technology
W Facilities Council
132879 Noble Noble | Lancaster University . .
14683 Noble Moble | Science and Techneology Facilities Council 1 New Etablichment Date: 1070971218 12 | [Back] [Save] We have recently Started IOOklng Into methOdS to Scramble the .data
13754 |Noble Noble | University of Strathclyde . within our development schema to allow us to keep users data private
18187 Noble Marcus Naoble |mar|:|_|'5.|‘|-:-l:-lei;tﬁ:.at.uk Science and Technology Facilities Council . th tth { dt P l”t td t ff t
1019094 Noble Marcus Noble |hﬂmm &5 b Science and Technology Faciliies Council 1001219 }p::EE?E eaydeg}pulat? tzxs EXS—EB—??ﬂdcgckﬁngme rea CS ala OII-SItc.
marcucnobla co ol Mnb o B Org::i:::::Q"ee"'su"i“"it" Bu“di"g::;:;:;Ee“tre e Cancer Reseanc —— (drop if already exists e.g. failed to read the drop Statement on previous run)
Department School of Medicine Dentistry and Biomedi Site Belfast BEGIN
Science & Technology User & Establishment Details = Department Acronym Street 97 Lisburn Road EXECUTE IMMEDIATE 'DROE TRELE ez ":
@ scerce sreen 8 st Welcome back Marcus Noble, Logost We made use of JQuery and - Fown J City EXCEPTION WHEN OTHERS THEN NULL;
] . Group Acronym District END ;
3 New Users [ — FleXB OX, a Javas Crlpt llbrary tO Type County / State / Province Antrim
. Organisation Website Country UNITED KINGDOM CEEATE TABLE temp (temp id number (ZE) primary key, 1 chars wvarchar( 1,
User Number Title Initials First Name GivenName  Family Name Emai Status Organisation pr0V1de SearChable dropdown Department Website Postal Code BT97BL u_chars varchar( )}, nums wvarchar( V) :
1111111 me " matty Tallyn Experienced ResScience and Tech : . . . . From Date 16/06/12 18:37:03 PO Box insert into temp valuea (0, 'enimadminimveniamguisnostr','ENIMADMINIMVENIAMQUISNOSIR',
Usar Nemsbar] Eall Kame ate of it | From Dat llsts to pr0V1de thls qule and e Datel Confi New Establish t | [ Confirm as New Establishment and Edit | "4B538T0Z1E") ;
- i E,Bdn..,@,, SIS SE SRt insert into temp walues (1, 'udexercitaticnullamcorpers', 'UDEXERCITATICNULLAMCORPERS',
—— - | easy user search box that allows ™ i | ' 2485976103") ;
EE m———, - o s . Filter Organisation. Departmeni N Facilities Council e T Wielcome back Marcus Woble, Locs insert into temp values (2, 'uscipitlobortisnislutaliqu’,'USCIPITLOBORTISNISLUTALIGU®,
our user office staff to quickly ® et vt B8 U Tprent o it 6578342013") ;
= R Birt, | Nationality  Status (=l = fIcm;‘ESEk.‘:TlFds'u.—mheckmll B:E:gts T © pepartment o Physics & A o |- Char Fitar = = . . -
Matt  Tallyn Postgraduate matthew.tally 23/08/12 11:08:28 ﬁnd a user based On thelr .JE; ]).’. 1 E:,‘?:;‘;S UniversityonUILL S == ;:eatela :uzczlcn to return a random collection of characters to be used
Work Phone Home Phone Mobile Phone Fax ueens s University o -— to replace data
“™ | surname or email address. e EE o vt (o1 Zananchass RETUR VASCEAS 32
180 Science and Technology Facilities Council 1518 Use This Record S Belfast Sciences Sciencs and Technolegy Facildios Cou i 1Chars WVARCHARZ ( | =
Qe Ty Hlschoot of rarmacy T s e TEEIDL i
o g:l?:?t‘s University of g‘elililltlriifcosr Plasma Physics/| Hl::mh;_"r;:::: ::"I::::: ::::: nChars VARCHARZ ( | S
il Quln;en‘s University of] Dlepas:'tn:lenlt olf Applied Matl ':':-":::: r5tring VARCHRRZ { ¥ :
(B;eZ:nt'sUniversitv l[;I%EJEEE:}El;F;;Y;::SIaIliEEl'E """""" - P L ™ BEGII:elect 1 Chars INTO 1lChars FROM (select 1 Chars from temp order by dbms random.values)
New features included. Beneﬁts. Queen's University |Department of Chemistry . N OEL R where rownum = =
. ° Queen 's University of] UTF I3 NF W0 select u_Chars INTO uChars FROM {select u_Chars from temp order by dbms_random. walue)
= A single system controlling user logons for all other system = Reduced the waiting time to load the system e chave TR (select mume From sems order by dbme cendom value)
= Ability to merge users = Used to clean up >400 user records - S i S T
= Ability to merge establishments = Less checks required by user office team when a user updates . | e sy
= Ability to locate and correct records with missing required data  their details (now only requires authorising email changes) N .
1 : AL 1515 —— Update person
= A comprehensive permissions system to allow restricted access® Reduces duplicate user accounts and establishments due to e s o st oo update Persen
. et set
to users detalls merge funCtIOIl — onferashire PERSON.EMATIL = translate((select Person. EMATIL from Person),
eqe eye . . . . . . uRITED KiNGIoR abedefghijklmnopgrstuvwxyzABCOEFCHT JKIMNODQRETUVHEYZ 0123456789
= Ability to manage mailing lists, both public and internal, and® Fixes and new features can quickly and easily be rolled out due to e
their aSSOCiated userS being installed On a Single Server instead Of indiVidual’S maChinCS —— Drop the temporary table containing random chars
drop table temp;
- - = Our system 1s currently used to manage users from
A Slngle d_atabase COl’lt&ll’l?l’lg all y y g Science & Technology Facilities Council
users details for the different = [SIS I S I S
facilities that we manage. All our Internet = CLF -wr

systems can then access this data
via the Visitor Details management

= MICE experiment

™ .
system API. : = Will be shortly rolled out to RCaH
e = It has scope to handle more facilities in the future.
[heRGatekecpenresnivishactessRioRddla | = Using a single system and database enables better cross-facility
based on the role of the logged in user. User Details DB , : ) ,
Tt ko et v ot ) B Usar Detads View war work and can provide more reliable up-to-date information
on facility. | between facilities. It also allows user office staff responsible
The bean 1s annotated with the f 14 :
| : or more than one facility to use a single tool
@Interceptors annotation, which allow Local Session Sean Inierface Firewall : Y &
% (o el msiieds fam (e Caeesis: | | * Based on the logged in user, the gatekeeper ensures that only
class before its own method is called. carsromer ¢ o Dot el et Sanvi the relevant users’ details are shown, e.g. the MICE admin team
Aty MSHTEES WwiilSis vE €O mel vl die will be restricted to only managing MICE users (which may Research Complex
interceptor to run are annotated with : g‘i . . . egeL P
@ExcludeClassInterceptors For = Other include users who are associated with other facilities as well). at Harwell
. . Local Session Bean Interface = |5 Glassfish/l1S

example, access to personal data 1s = Serv
restricted to a few people, so the | ‘ = SIVETS =
interceptor 1is called. However, the log in Visils B Vit Mol el Ser FI n d O u t M O r e
method can be called by anyone, so the 1S ot Jar T
interceptor 1s excluded. 5 J Wb merviees A emiosed Busi Apnlicat T
BInterceptors (GateKeeper.class) intemally to allow us to USINECSS pp 1Cations 1cam
@5tateless (name = "UserOfficeFacade", mappedifiame = "stfc-UserOffice-UserOfficeFacades™) spread our systems acCross user‘s@stfc . ac . uk

public class UserOfficeFacadeBean imnplements UserOfficeFacade, UserOfficelocal {

multiple virtual servers within CRp . .
www.isis.stfc.ac.uk/gr m in in
Extracts from the Bean. Class definition (above) and out network and still allow sis.stfc.ac.uk/groups/computing/business/

a method which doesn’t use the Gatekeeper (below). . : haring of information. Thi
per ( ) The method which gets called in the GateKeeper class > &9 0 ° °
BExcludeClassInterceptors 1s also used by Central IT
public EntityManager getEm() { BAroundInvoke . . . L)
return em; public Chject logAccess (InvocationContext ic) throws Exception{ te?m to authentlcate Uit fOI’ -]Query' http.//Jquery.com/
wireless access. FlexBox: http://flexbox.codeplex.com/




